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Abstract: The COVID-19 outbreak opened a new scenario where teachers must have adequate digital
literacy to teach online and to implement a current and innovative educational model. This paper
provides the most relevant results obtained from a quantitative study in which 4883 Spanish teachers
of all education levels participated to measure their digital skills, during the last school years. It
also proposes a digital skills teacher training plan, taking the joint framework of digital skills of
INTEF (Spanish acronym for National Institute of Educational Technologies and Teacher Training) as
its reference point. The tool ACDC (Analysis of Common Digital Competences) was used for data
collection. The results of descriptive analysis show, overall, the low self-perception that teachers
have of their digital skills. In addition, this paper studies the relationship existing between the
characteristics that define the population and the teachers’ digital skills level. This relationship is
obtained through a multiple linear regression model. The study reveals that digital literacy is not
a reality that has favored the teaching–learning process and that a training program is urgently
required for teachers to reach optimal levels of digital skills, so as to undergo a true paradigm shift,
ultimately combining methodology and educational strategies.
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1. Introduction

During the month of March 2020, a “state of alarm” was declared to manage an
unprecedented world-wide health crisis caused by the outbreak of the SARS-COVID-2
and, with it, the illness COVID-19. In Spain, this situation was legislated through the Royal
Decree 463/2020 [1].

In accordance with the data provided by UNESCO 2020, more than 1500 million
students all over the world, and their corresponding teachers, were confined for this reason
during the academic year 2019–2020, causing an unprecedented situation [2].

From that moment on, all face-to-face activities were canceled. Teaching was shifted
to a virtual format and, in many cases, directly interrupted. The first few weeks only the
most intrepid teachers or, rather, those professionals who were digitally adept, continued
teaching. When it became apparent that the return to the classrooms would not be soon, the
local educational authorities drew up some guidelines to help teachers in their transition
to online teaching. Upon having confirmation that the school year would finish in a
virtual format, these guidelines turned into requirements. Faculty at all academic levels
were compelled to undertake an urgent adaptation of methodologies, subject content, and
teaching materials, seeking a change to online teaching at an unprecedented rate, which
was considered emergency remote teaching [3].

This created a sort of educational catharsis which clearly revealed the significant
shortcomings of the Spanish educational system, and of the teaching staff in particular, with
regard to digital literacy. Most teachers were urged to innovate with the help of Information
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and Communication Technologies (ICT), to use synchronous and asynchronous video,
online assessment, collaborative learning tools, student tracking systems, communication
with families, and many other resources. This meant an enormous challenge, unattainable
for many for diverse reasons. Thus, both educational institutions and teachers have become
aware that being digitally skillful is no longer an option but a real necessity.

Beyond the state of alarm, it is clear that a strong nexus between innovation and
ICT exists. The educational system has shown deficiencies/limitations regarding school
policies but also with the state of the teaching staff and the continuity of these types of
initiatives [4]. The teaching staff would have required an adequate ongoing assessment of
their teaching practice as a tool to improve and strengthen educational standards [5].

Usually, the digital competence of the teacher is revealed as clearly being essential,
exceeding both in-depth and in length the most fundamental digital literacy, and en-
compassing other characteristics such as technological, informational, audio-visual, and
communicational [6,7]. If this seems obvious in the daily work of a teacher, it is even more
obvious in the current context due to technological, methodological, and organizational
needs.

A competence is associated with the skills which are developed to use certain instru-
ments or tools. It is also related to the ability to know how to reach an objective in certain
contexts. It can even be understood as a selection of procedures or valid cognitive resources,
or as a series of skills or specific capabilities, to solve a specific problem [8].

In accordance with Reference [9], 44.5% of the European Union population between
16 and 74 years old do not have enough digital skills to take part in society and in the
economy. This figure is more than a third (37%) in the active labor market. Twelve percent
of young Europeans between the ages of 11 and 16 are probably exposed to cyberbullying,
a number that has increased since 2010. In this context, work, employability, education,
leisure, inclusion, and participation in society, and many other areas of our society have
been clearly transformed by digitalization. ICT should, therefore, be considered a necessary
element for the development of our society, have an innovative nature, and have an impact
on technological and cultural change [10].

The European Commission published the digital competence framework, also known
by its acronym “DigComp”, for the first time in 2013. It only sought to be a tool to improve
the digital competence of the population, to help lawmakers develop policies aimed at
developing digital competencies, and to design initiatives for education and training in
order to improve the digital skills of specific groups. “DigComp” also provided a common
language on how to identify and describe the key areas of digital competence and, therefore,
offered a joint framework at the European level. Based on this framework, the digital
competence for educators “DigCompEdu” was also established [11].

1.1. Digital Competence Concept

A scenario full of challenges is posed for the student and teaching body. Working in a
digital environment usually implies a more dynamic setting with all that entails [12]. On
the one hand, students should be aware that the different areas of knowledge are part of a
general digitalization process which allows that the way of living, of communicating, of
interacting, of getting a future job, the way of learning and generating knowledge, have
undergone an important change that should be overcome [13–16]. On the other hand,
the teaching staff should be qualified to guide pupils in their learning process and in the
handling of tools now just as much as in the future. Ultimately, they have to train their
students for their future within the so-called “knowledge society” [17–19].

There are several definitions of the elements that are included in the digital competence.
There are definitions of the implementation from an educational viewpoint [20], and of
UNESCO’s communicative competence [21].

Authors like that of Reference [22] made a compilation of definitions concluding that
digital competency explains the coinciding processes of what many authors understand
as an ICT competence and also as an information literacy skill. These authors insist that
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we cannot only speak about the abilities to assess, to store, to retrieve information in a
knowledge society but should also develop skills to adequately use this information and
eventually transform it into knowledge, and to share it.

In 2006, digital competence was branded as a key skill by the European Commission,
suggesting the following description: “Digital Competency implies the critical and safe
use of Information and Communication Technology for work, leisure, and communication.
Based on basic ICT abilities: computer use to recover, evaluate, store, produce, introduce,
and exchange information and to communicate and participate in collaborative networks
by means of the Internet” [23].

Regarding faculty, they have always required proper basic training that needs to be on
an ongoing basis in the different facets of the ICT [24,25]. This issue becomes much more
evident in circumstances such as those that occurred the past academic year, in a state of
alarm due to COVID-19 where teaching inevitably took place in an online version.

The teaching community has become aware of the pressing need to be trained or
to train themselves on this point. ICT had been presented as the tool that would help
solve numerous problems of the teaching–learning process such as lack of interest and
motivation, apart from encouraging cooperative work, social awareness, autonomy, and
helping pupils become digitally literate, among other things [26]. However, teachers’ lack
of competence in the use of ICT has hampered all or, at least, many of its possibilities.
Technology is still not well integrated either in the day-to-day teaching strategies in the
classroom or online. This was ascertained by all the difficulties that arose during the
lockdown.

Thus, it is essential to carry out a rigorous diagnosis of the individual shortfalls of
each teacher, both of their basic skills in furthering their expertise and of their basic skills
in generating knowledge in this new setting [21]. The need for teacher training in the
educational use of ICT is evident not only to meet the demands of a virtual format, which
is key for genuine educational innovation but also to trigger real changes in educational
processes [27].

According to the “DigComp” 2.0 framework, digital competencies have been grouped
into five areas [28]. From the authors’ point of view, is in the context of these areas that
teacher training should focus while examining those aspects where the weaknesses are
greater. These areas are described below.

1.2. Digital Competency Areas

The Common Framework for Teaching Digital Competence is a reference framework
for the diagnosis and improvement of teachers’ digital skills [28]. These skills are defined
as competencies that 21st-century teachers need to improve educational practices and
for ongoing professional development. The Common Framework for Teaching Digital
Competence is made up of 5 competence areas and 21 structured competencies [28],
updated and confirmed in the Official State Gazette [29]. Figure 1 shows the mentioned
five areas, with the 21 digital competencies identified by INTEF (Spanish acronym for
National Institute of Educational Technologies and Teacher Training) [28]. INTEF, National
Institute of Educational Technologies and Teacher Training, is an institution belonging to
the Ministry of Education, Culture, and Sport (MECD) of the Spanish government which is
in charge of ICT Teachers’ Training.
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Figure 1. Five fields of digital competency and 21 digital competencies according to the “DigComp” 2.0—the Conceptual 
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3. Creation of Digital Content: To create and edit new digital content, integrate and re-
build prior knowledge and content, make artistic productions, multimedia content 
and computer programming, and know-how to apply intellectual property rights 
and licenses. 

4. Security: For the protection of personal information and data, digital identity protec-
tion, digital content protection, security measures, and responsible and safe use of 
technology. 

5. Problem Resolution: To identify needs in the use of digital resources, make informed 
decisions about the most appropriate digital tool depending on the purpose or need, 
solve conceptual problems through digital media or digital tools, use technology cre-
atively, solve technical problems, and upgrade my own and others’ competence. 
Within each area, there are other associated competencies focused on technical as-

pects, and technical and operational skills, which we consider more important than stip-
ulating specific tools or resources that may change or not exist in the future [28]. 

The subject matter of the first, second, and third areas can be considered of linear 
type and that of the fourth and fifth areas of transversal type. In other words, while areas 
1 to 3 focus on skills that can be matched to activities and specific uses, the other two refer 
to activities developed by means of the first three. Logically, areas 1, 2, and 3 are intercon-
nected and, despite each area having its own context, there are several overlapping as-
pects and references to one another. The fifth area, “Problem Resolution” is, par excel-
lence, the transversal competency dealing with an independent area in the INTEF frame-
work [28]. Thereupon, the content regarding problem resolution can be found in any of 
the other areas. For example, we could claim that the field “Information and Information 
Literacy” includes the skill “Judging information” which is part of the cognitive dimen-
sion of “Problem Resolution”. “Communication and Collaboration” and the “Creation of 

Figure 1. Five fields of digital competency and 21 digital competencies according to the “DigComp” 2.0—the Conceptual
Reference Model. Adapted from Reference [28]. Source: own elaboration.

The five areas that comprise the digital competence for teachers are set in the DigComp
framework [28], also shown in Figure 1:

1. Information and Information Literacy: To identify, locate, retrieve, store, organize and
analyze digital information, assessing its relevance and purpose for teaching needs.

2. Communication and Collaboration: To communicate in digital environments, share
resources via online tools, connect and collaborate with others through digital tools,
interact and participate in communities and networks; intercultural awareness.

3. Creation of Digital Content: To create and edit new digital content, integrate and rebuild
prior knowledge and content, make artistic productions, multimedia content and computer
programming, and know-how to apply intellectual property rights and licenses.

4. Security: For the protection of personal information and data, digital identity protec-
tion, digital content protection, security measures, and responsible and safe use of
technology.

5. Problem Resolution: To identify needs in the use of digital resources, make informed
decisions about the most appropriate digital tool depending on the purpose or need,
solve conceptual problems through digital media or digital tools, use technology
creatively, solve technical problems, and upgrade my own and others’ competence.

Within each area, there are other associated competencies focused on technical aspects,
and technical and operational skills, which we consider more important than stipulating
specific tools or resources that may change or not exist in the future [28].

The subject matter of the first, second, and third areas can be considered of linear
type and that of the fourth and fifth areas of transversal type. In other words, while
areas 1 to 3 focus on skills that can be matched to activities and specific uses, the other
two refer to activities developed by means of the first three. Logically, areas 1, 2, and
3 are interconnected and, despite each area having its own context, there are several
overlapping aspects and references to one another. The fifth area, “Problem Resolution” is,
par excellence, the transversal competency dealing with an independent area in the INTEF
framework [28]. Thereupon, the content regarding problem resolution can be found in any
of the other areas. For example, we could claim that the field “Information and Information
Literacy” includes the skill “Judging information” which is part of the cognitive dimension
of “Problem Resolution”. “Communication and Collaboration” and the “Creation of Digital
Content” bring together specific aspects of “Problem Resolution” (interacting, collaborating,
creating content, integrating and re-elaborating, programming, etc.). Therefore, apart from
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including elements regarding problem resolution in important areas of competencies,
it seems convenient to single out “Problem Resolution” as an independent competence
because of the relevance it entails in the use of digital technologies and media [30].

In each area of digital competency, a series of skills have been incorporated that tend
to be connected with it. The first skill in each area is the one that compiles aspects of a
technological nature. In fact, in these specific competencies, expertise, skills, and attitudes
include operational processes as the main component. Moreover, technical and operational
abilities are incorporated, although always trying to refer to the functionality of the features
and to avoid referring to specific tools that can be changed or be ceased in the near future
of what has become to be called technological obsolescence.

Furthermore, digital literacy was also incorporated in the current Spanish legislation,
in the Organic Law 8/2013 of December 9 for improving the quality of education as another
competency to undertake, equivalent to the mathematical and scientific, linguistic, social,
or artistic competencies. Based on these considerations, it is essential that teachers know
how to use ICT in an instrumental manner and also as an integrated methodological model
in the teaching–learning process. Teachers should work on that capability and use of the
so-called technologies for learning and knowledge (TAC) which will progressively shape
their own teacher digital literacy.

Improving teacher digital skills should have as its target improving those of their
pupils. It is very important that students have acquired key skills by the end of their
compulsory school period. This will make them the citizenry that the 21st-century society
needs. It is, therefore, crucial that teachers reach a high level of digital literacy. It is a
prerequisite to obtain excellence in the teaching profession [30–32].

To design a suitable teacher training plan that meets the teachers’ needs so as to
obtain the highest levels of digital literacy, it is crucial to be able to successfully cope with
circumstances that involve the use of technologies in teaching, not only in exceptional cases
like those that occurred during the 2019–2020 school year but for any teaching practice.
Thus, it is necessary to know exactly which the main shortcomings of the processing of
information, communication and collaboration, creation of digital content, security, and/or
problem resolution are, and to focus the training in the right direction or directions.

2. Materials and Methods

The main aim of this paper is to draw attention to the training needs of the teaching
body in order to design an appropriate training program that effectively meets their needs
while maintaining quality and helping to mitigate the limitations in digital literacy.

For this reason, the most relevant results of a study carried out between the years 2016
and 2019 have been used here. These results were drawn up from the responses to the
validated questionnaire ACDC (Analysis of Common Digital Competences) [33–35]. More
specifically the questionnaire aimed at:

• Obtaining an accurate picture of the teachers’ perception of their digital competencies.
• Analyzing the dependencies that could exist between the characteristics of the sample

and the level of development of their digital competencies.

Once the various levels of competencies of educators have been assessed in detail,
the next objective is to design a training program in accordance with their actual needs, in
terms of the digital skills which are most closely related to methodological transformation.

2.1. Instrument

In order to assess the levels of digital competency of teachers, the ACDC (Analysis
of Common Digital Competences) questionnaire has been used [35] as a data collection
instrument since it is considered to be a suitable tool for this aim.

For the design and validation of the above-mentioned questionnaire, the dimensions
of the common framework [28] and the definition of digital teaching competence [11] were
reviewed. A group of 5 experts identified attitudes and knowledge of each area among
the different skills. They focused on those ones which were oriented to teaching practice
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integrating digital tools in the teaching–learning process. Experts coincided on this first
step in a percentage above 60%. In this way, the first group of items was selected, which
would correspond to the questions in the first draft of the questionnaire. After first filtering
and, again, with the agreement of the 5 experts consulted, a new consensus of necessary
questions was reached that related to the competencies of the different areas. These
questions assessed the skills, attitudes, and knowledge of the respondents, regarding the
21 digital competencies of the INTEF [28], reaching, in this case, more than 80% agreement.

The validation of the initial questionnaire was carried out with 426 teachers who
accessed through an online procedure [34].

Initially, the questionnaire had questions to identify the population, and questions to
measure both the levels of “knowledge” and “usage” of the different variables associated
with the questions. The Cronbach’s Alpha coefficient, corresponding to all the variables
calculated at that time, was 0.98. In the case of items related to “knowledge”, Cronbach’s
Alpha coefficient varied between 0.89 and 0.94 and for the scale of “usage” of items between
0.87 and 0.92. The validity of the construct, and the convergent and discriminant validity,
which is significant and acceptable, can be checked in Reference [34].

At a later stage, three external judges and experts belonging to different branches of
knowledge in relation to learning, didactic methodologies, and educational technology,
accepted the questions of the designed questionnaire, with slight changes.

The final questionnaire consists of 100 questions, six of which gather information
about general population data, “Sex”, “Age”, “Years of Teaching Experience”, “Academic
Qualifications”, “Tittle of the Work Center” and “Educational Level Taught”.

The other 94 questions reflect the perception that the participating teachers have of
different items of the digital skills. Out of these 94 questions, 47 refer to teachers’ knowledge
of different items associated with the different competencies and the other remaining 47
questions to their usage. All of them are closed questions categorized by a “Likert” type of
scale from 1 to 4 where 1 is “Very low level” (does not know anything or does not use a
specific item), 2 is “Low level”, 3 is “High level”, and 4 is “Very high level”. One further
reason to choose this survey is that it avoids the tendency towards centrality.

The instruction text of the ACDC questionnaire is shown in Figure 2:
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Figure 2. Instruction text of Analysis of Common Digital Competences (ACDC) questionnaire. Own elaboration.
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The questions to be answered are shown in Figure 3.
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Figure 3. Questionnaire ACDC questions. Source: Translated from Reference [35].

The survey is done on the “SurveyMonkey” platform and is facilitated through links
like Reference [35]. Despite being a long questionnaire, it is easy to complete with an
average length of 10 min. The statistical analysis is carried out by means of the “IBM
Statistical Package for the Social Sciences” software (SPSS), a program normally used in
Social Sciences and in market research companies.

This article aims to confirm the validity and reliability of the questionnaire, taking
into consideration the slight modifications proposed by the last three expert judges. For
reliability, the Cronbach’s Alpha coefficient has been applied. The closer the Cronbach’s
Alpha is to 1 the greater the internal consistency of the analyzed items will be [36,37].
The validity is assumed to be correct having been tested in-depth at the initial stages
of the survey [34]. Table 1 shows the Cronbach’s Alpha coefficients for the different
groupings of variables by area (“Information and Information Literacy”, “Communication
and Collaboration”, “Creation of digital content”, “Security” and “Problem Resolution”)
and for the total of items. In Table 1, in the third column, we can see the calculated
coefficients by area, isolating those variables related to the “knowledge” of the different
items. In the fourth column, we see the coefficients for the variables related to “usage”.
Moreover, in the fifth column, the coefficients are calculated by grouping the variables of
“knowledge” and “usage” of the items of each area.

As the table shows, in the case of the variables associated with “knowledge” the lowest
Cronbach’s Alpha coefficient is 0.852, and the highest 0.928, for the different areas. For the
variables on the “usage” of the different items, the lowest Cronbach’s Alpha coefficient is
0.827, and the highest 0.910. In the case of Cronbach’s Alpha coefficient, grouping all the
variables of “knowledge” and “usage” for each area, the lowest is 0.917 and the highest
0.957. According to Reference [37], if the Cronbach’s Alpha coefficient is greater than 0.9,
it is considered excellent, and if the coefficient is greater than 0.8, it is good. The results
obtained confirm the reliability and consistency of the questionnaire, both in the different
groups and in the sample as a whole.
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Table 1. Cronbach’s alpha coefficients as reliability indices. Own elaboration.

Area Ni: N◦

Variables/Area

Alfa Cronbach
Variables of

“Knowledge”

Alfa Cronbach
Variables of “Usage”

Alfa Cronbach
“Knowledge” +

“Usage” (Double Ni)

“Information and
Information Literacy” 8 0.882 0.848 0.930 (N = 16)

“Communication and
Collaboration” 7 0.865 0.830 0.918 (N = 14)

“Creation of Digital Content” 14 0.917 0.887 0.947 (N = 28)
“Security” 6 0.852 0.827 0.917 (N = 12)

“Problem Resolution” 12 0.928 0.910 0.957 (N = 24)
Total 47 0.971 0.959 0.981 (N = 94)

2.2. Population and Sample

The study was carried out with 4883 Spanish teachers of different educational levels.
In the last academic years, the population of teachers in Spain was around 700,000 people.
An incidental or casual sample was decided upon, choosing individuals that were easily
accessible [38]. An attempt to obtain a selected sample of educational centers and teachers
from all over Spain was beyond reach. Nonetheless, the data obtained offers a very relevant
picture as it provides reliable data of the perception that teachers have of their digital skills.
Those surveyed were informed of the aim of the questionnaire and accepted to participate
knowingly and voluntarily in the present study.

After an exhaustive debugging of data in which incomplete questionnaires and those
with outliers and doubtful responses were eliminated, 3651 accurate records remained,
leaving 74.77% as the starting point. In data debugging, 25.23% of records were lost, 15.14%
were repeated since the first attempt was not completed, and 10.09% are missing data, as
they were not fully completed.

Of these 3651 records, 2567 are women, which makes up for 70.3% of the total, and
1084 are men, that is, the remaining 29.7% (this is an accurate reflection of the current ratio
of men and women in the Spanish teaching body). 5.2% of the sample are under 26 years
old, 24.7% of teachers are between the ages of 27 to 36, and 34% are between 37 and 46;
27.2% are between 47 and 56 years old, and 8% are above 57. The average age is 42.28 years
old, the mode 40, the median 42, and the variation coefficient is 0.228.

In relation to “Teaching Experience”, the answers have been grouped in five intervals:
teachers with less than 5 years of experience which amounts to 18.2% of the population,
those that have from 5 to 15 years of experience, 37.2%; from 15 to 25, 26.6%; between 25
to 35, 15.3%; and more than 35 years of experience, 2.8%. The average of years worked is
15.45, the mode is 10, and the median 14 years with a variation coefficient of 0.641.

With reference to the characterization of the population according to “Academic
Qualification”, 1188 teachers claim to have a “Graduate (Three-year certificate)”, which is
32.5% of the population, 2309 teachers have an “Undergraduate Degree”, 63.2%, 122 have
a “PhD”, which amounts to 3.3%, and 0.9% chose “Other”.

Regarding “Tittle of the Work Center”, there are four possible options: “Public”, chosen
by 22.6% of the population; “Private-Subsidized”, chosen by 2281 teachers (62.5%); “Private”,
chosen by 515 teachers (14.1%); and “Other”, chosen by 31 of those surveyed (0.8%).

Finally, with respect to “Educational Level Taught” 515 teachers are of “Preschool”,
which comprise 14.1% of the teaching body; 1271 teachers are of “Primary Education”
(34.8%); and 1572 teachers are of “High School Education” (43%). “Training Cycles” com-
prise 142 teachers (4.1%); 44 teachers teach at “University” (1.2%) and, finally, 100 teachers
(2.7%) teach in “Others”.
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2.3. Method

This study has a clear initial quantitative nature since a statistical analysis is done
from the answers obtained in the survey. The responses were obtained by two different
means. On the one hand, the digital competence Website School of Digital Competence [39]
allowed for the link to appear in several teacher forums in order to deal with the claims for
digital competencies analysis. On the other hand, both educational institutions and public
administrations requested this analysis to assess the status of teachers.

The statistical analysis consists of two parts, which respond to the objectives set in
this work: on the one hand, to obtain the picture of the teachers’ perception of their digital
competencies, and on the other hand, to analyze the relations that may exist between the
characteristics of the sample and the level of development of their digital competencies:

• Descriptive statistical analysis regarding the teachers’ views of their digital skills. They
have been grouped in five areas, “Information and Information Literacy”, “Communi-
cation and Collaboration”, “Creation of Digital Content”, “Security”, and “Problem
Resolution”, as much as in “knowledge” as in their “usage”, according to the dimen-
sions that the program for the common framework for digital competence designed
by the Digital Culture Plan for Schools of the MECD [40] (p. 11) lays out. For the
descriptive analysis, the most common centralization measures have been taken into
account. These measures are mean, median and mode, and they are calculated consid-
ering the quantitative values associated with the qualitative variables, 1 for “Very low
level”, 2 for “Low level”, 3 for “High level”, and 4 for “Very high level”.

• At a second stage, the possible relationships between the variables of the questionnaire
are analyzed. The correlational nature analysis checks if the levels of the variables as-
sociated to those surveyed, “Sex”, “Age”, “Years of Teaching Experience”, “Academic
Qualifications”, “Educational Level Taught”, and “Tittle of the Work Center” influence
the respective factors of the items about digital skills. Those variables have been
grouped according to the 5 areas of digital skills, as well as to a general grouping of
these five dimensions named “Total Digital Competence”. For that purpose, the arith-
metic averages of all the responses to the items are calculated, taking the quantitative
values of the variables into account. The correlational study is carried out through the
Test of Independence with X2, also known as Ji-Square or Chi-Square Independence
Test, with a 95% confidence level where frequencies of theoretically awaited events
and frequencies of experimentally observed events are compared. Having carried out
the above-mentioned test, it can be established if the levels of one variable affect the
levels of another analyzed variable [41].

• A suitable way to specify this statistical analysis of dependencies is to perform a mul-
tiple linear regression analysis. The multiple linear regression analysis will allow us to
specify, estimate, and interpret the explanatory model in which a dependent variable,
in this case the variables associated with “Information and Information Literacy”,
“Communication and Collaboration”, “Creation of digital content”, “Security”, “Prob-
lem Resolution ”, and “Total Digital Competence ”, is expressed in terms of one or
more independent variables, in this case “Sex ”, “Age ”, “Years of Teaching Experience
”, “Academic Qualifications ”, “Educational Level Taught ”, and“ Tittle of the Work
Center ”. By means of this analysis, it is possible to quantify the relationship between
the dependent variables and the independent variables and the Confidence Interval
so that we can affirm that the quantification carried out conforms to the observed
reality [42]. With this model, we do not aim to show that there is a causality between
the independent and dependent variables, but a trend. From the regression analysis,
the goodness of fit (R2), the regression coefficients of the model, and whether there is
significance are obtained and shown in this work.

• Finally, following a more qualitative approach, a training program is outlined that
deals with the different competence areas according to the needs expressed in the
quantitative study.
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3. Results

In the first place, the results obtained from the quantitative, descriptive, and relational
analyses are shown, and then a training program based on these results is proposed.

3.1. Quantitative Analysis Outcome
3.1.1. Descriptive Statistical Analysis

First, the most common centralization measures, mean, median, and mode, obtained
in each area are shown (Table 2). They are shown by separating the variables associated
with “knowledge” and “usage” of each item. These statistical variables are calculated taken
into account that in the questionnaire the numerical values associated with each answer
are “Very low level” = 1, “Low level” = 2, “High level” = 3, or “Very high level” = 4 (See
Table 2). For each teacher, the average values for each area and “knowledge” are calculated,
as well as the average for each area and the variables that collect the “usage” of the items
asked. In this way, the means per area can be obtained, separating the variables associated
with “knowledge" and “usage”.

Table 2. Centralization variables by area and “knowledge” or “usage”.

Area “Knowledge” “Usage”

Mean Median Mode Mean Median Mode

Information and Information
Literacy. 28,502 3 3 27,885 3 3

Communication and
Collaboration. 22,601 2 2 20,276 2 2

Creation of digital content. 21,003 2 2 19,189 2 2
Security. 22,823 2 2 21,729 2 2

Problem Resolution. 24,108 2 2 23,512 2 2

In order to present the perception that teachers have of their digital skills in a simple
way and according to, among other things, the data obtained in the statistical variables
of Table 2, it is reasonable to group the options “knowledge” and “usage” of each digital
competence into one sole item. To carry out this grouping, a study of the possible linear
correlation between both variables for each item was conducted beforehand. The table
clearly shows that the perception of whether one knows their own digital skills to a greater
or lesser extent is somewhat higher than the perception of how much it is used. Even so, a
considerable positive linear correlation exists between the two. This matter is substantiated
upon obtaining a Pearson’s Correlation Coefficient of 0.9666, from the means shown in
Table 2. Thus, both variables were combined into one, and the study was carried out
combining the variable “knowledge” with that of “usage” of each item, with the assurance
of having valid results.

Second, the frequencies of the answers reached are shown in a horizontal bar dia-
gram. Figure 4 illustrates the percentage of answers for each item from the questionnaire,
grouping “knowledge” and “usage” together.

As an example, on the horizontal bar diagram in Figure 4, the first bar corresponds to
the first item of the questionnaire associated with the area "Information and Information
Literacy". When respondents had to choose their level for “Internet browsing tools and
carrying out basic tasks such as markers, recover browsing history . . . ”, 1.4% answered
"Very Low Level”, 16.5% chose “Low Level”, 45.7% “High Level”, and 36.5% answered
“Very High Level”. In this way, you can have a general picture of the levels of digital
competence of teachers.
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Evidence shows that the teaching body that comprises the sample has a positive
perception of their “knowledge” and “usage” of the items associated with the area “Infor-
mation and Information Literacy”. It can be seen that more than 55% of the respondents
answered, “High level” or “Very high level” in seven of the eight items and that in three
of them (“Internet browsing tools and carrying out basic tasks such as markers, recover
browsing history”, “Search engines on different devices and formats to locate and select
the most relevant information”, and “Storage and file and content management”) these
satisfactory answers exceed 80%. Only one item, “Files and contents’ storage and manage-
ment,” reverses this tendency with 74% of the responses being “Very low level” or “Low
level”. This is the area where the teaching body indicates having better skills.

In the “Communication and Collaboration” area, the teaching body considers that
they know and make optimum usage of the most basic tools (forums and the correct use
of language on the web) and worse use of the newest tools (fingerprint check, identity
management, learning blogs and wikis . . . ). It is noteworthy that for the “Tracking of the
students’ digital fingerprint to use that information to improve their learning processes”,
68.5% of the people estimate that they have “Very low level” and 24.8% “Low level”
knowledge.

“Creation of Digital Content” is considered key because of its implications in method-
ological transformation. The existing perception, despite its importance, is rather negative
though. More than 60% of respondents answered, “Very low level” or “Low level” in 12 of
the 14 items, and in four of them (“Tools to create timelines”, “Tools to create QR codes”,
“Tools to create podcasts”, “Tools to create augmented reality”) more than 86% of respondents
answered, “Very low level” and “Low level”. Only in the case of the items “Educational
videos (with a computer, web 2.0 or tablet . . . )” and “Tools to create presentations” does this
tendency reverse, being 63% of the responses “High level” or “Very high level”.

“Security” corresponds to a transversal digital competence. The data reveals that in
four of the six items more than 55% of those surveyed know them and use them at “Very
low level” or “Low level”, and in one of them, “Programming to modify software and
apps”, more than 91% know about them. For the items “Protection of digital devices, files
and passwords” and “Legal and ethical aspects regarding ICT use, safety and privacy
management”, the teachers’ self-perception is equally divided between “Very low level” or
“Low level”, and “High level” or “Very high level”.

Regarding “Problem Resolution”, another transversal digital competence, the results
generally show a considerable equilibrium, with the teachers’ insight being more positive
for the item concerning “Storage and management in cloud services” and more negative
for the items “Digital resources adapted to the Educative School Project and to the school’s
facilities”, “Digital tools to help the students’ diversity in the classroom from an inclusive
perspective ”and “Educational, creative and innovative products resulting from the use of
technology”.

Third, it is interesting to know the average digital competence of all teachers. To this
purpose, the digital competence of each teacher has been calculated as an average value of
the answers to all the questions of the questionnaire. In this way, each teacher obtains a
total digital competence value, a number between 1 and 4.

We have tried to simplify the image of the levels of competence of the teaching staff
and to express results in accordance with the levels of competence as defined by INTEF [28]
(upheld in Reference [29] in the Official State Bulletin) (See Figure 5). The Common
Teaching Digital Competence frame, as said before, is made up of 5 competence areas and
21 Structured skills in 6 levels, from A1 (“beginner”) to C2 (“advanced”). A translation or
relation of the answers obtained in the “Likert” scale from 1 to 4 has been done to establish
a correspondence between the perception levels A1, A2, B1, B2, C1, and C2 and the levels
“1 = Very low level”, “2 = Low level”, “3 = High level”, or “4 = Very high level”.

More precisely, those values between 1 and 1.5 will correspond to level A1; those
greater than 1.5 and less or equal than 2 correspond to A2; those greater than 2 and less or
equal than 2.5 correspond to B1; those greater than 2.5 and less or equal to 3 correspond to
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B2; those greater than 3 and less or equal to 3.5 correspond to C1; and those greater than
3.5 would reach level C2.
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Figure 6 shows the percentage of teachers (3651 final data) in each skills level of
INTEF [28], according to the calculated average of all the items of the survey for each of
them. On the diagram corresponding to “Total Digital Competence” (DDCC TOTAL), it
can be observed that, in the most frequent case, 37.60% of the teaching body perceives to
have a B1 level in digital skills. Approximately 28% of teachers consider that they have
a basic level A1 or A2. 25.4% of the surveyed teachers believe to have an intermediate
level B2, and only 9.2% think they have an advanced level in digital competencies C1 or
C2. The rest of the diagrams shown in Figure 6 show that the percentages of teachers with
low levels, A1 and A2, range between 54.2% for “Creation of Digital Content” and 8.60%
for “Information and Information Literacy”. The percentages with intermediate levels vary
between 57.33% in “Problem Resolution” and 41.22% in “Creation of Digital Content”.
Furthermore, the highest levels, C1 and C2, range between 34.32% in “Information and
Information Literacy” and 4.57% in “Creation of Digital Content”. It can be concluded that
each of the diagrams follows a Gaussian bell, characteristic of the Normal distribution.
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To conclude the descriptive statistical analysis, averages (arithmetic mean), modes,
medians, and variable coefficients are calculated from the variables resulting from grouping
items according to the different areas of digital skills they relate to. The results can be
seen in Table 3. Thus, obtaining an overall digital skill rating average and in the five areas
according to the INTEF classification [28], and the total mean of all competencies, so it can
be concluded that there is not a great dispersion of data with the average, median, and
mode in fairly close values.

Table 3. Statistical variables by area of digital competence. Own elaboration.

Variable Mean Median Mode Standard Desv. Variance

Total Digital Competence. 2.32 2 2 0.50626 0.256
Information and Information Literacy. 2.82 3 3 0.55633 0.310

Communication and Collaboration. 2.4 2 2 0.60475 0.366
Creation of digital content. 2.01 2 2 0.53060 0.282

Security. 2.23 2 2 0.61186 0.374
Problem Resolution. 2.38 2 2 0.59810 0.358

3.1.2. Correlation Analysis and Regression Analysis Results

The second phase of the statistical analysis shows the results of some of the most
important correlations found after the implementation of the Chi-Square Test of Indepen-
dence with a 95% level of reliability. After conducting this test, the results obtained in the
survey are contrasted so as to be able to assert if two variables in the study are related or,
rather, if they are independent of each other.

Contingency tables are dual-entry charts where each box shows the number of in-
dividuals who have a level of a given characteristic apart from another analyzed level.
According to Reference [43], contingency tables gather the frequencies of the appearance of
the different possible combinations among the different options in the answers of two or
more variables. By means of the SPSS statistical program, 48 crosstab charts were obtained
with their respective parameters pertaining to the Chi-square analysis. The independent
variables “Sex”, “Age”, “Teaching Experience”, “Academic Qualifications”, “Tittle of the
Work Center” and “Educational Level Taught” were associated with the variables grouped
by areas of digital competence, in both its “knowledge” and “usage”, “Information and
Information Literacy” (INF), “Communication and Collaboration” (COM), “Creation of
Digital Content” (CDC), “Security” (SEC) and “Problem Resolution” (PR), and with the
stacked variable “Total Digital Competence” (TDC). These charts are available for consulta-
tion. Some of their results are shown in Table 4 as a summary of the existing relationship.
Among others, it shows Pearson’s Chi-Squared coefficient value, the degrees of freedom
(df), and the associated probability (the bilateral asymptotic length (p)), marked with *** if
the probability is less than 0.05 or with * if it is less than 0.1).

Table 4. Summary of Pearson’s chi-squared coefficient value, and the associated probability (bilateral asymptotic length (p)).
Own elaboration.

Variable Pearson’s Chi-Squared Coefficient Value df

TDC INF COM CDC SEC PR

«Sex» 118.083 *** 166.591 *** 87.396 *** 81.994 *** 63.683 *** 178.042 *** 5
«Age» 171.918 *** 148.670 *** 179.905 *** 156.718*** 91.580 *** 161.860 *** 20

«Educational Level Taught» 97.774 *** 122.386 *** 63.012 *** 109.763 *** 80.485 *** 88.838 *** 35
«Teaching Experience» 105.441 *** 79.953 *** 78.339 *** 90.606 *** 54.045 *** 95.048 *** 20

«Academic Qualifications» 48.113 *** 89.767 *** 38.996 *** 44.562 *** 22.808 * 23.839 * 15
«Title of the Work Center» 57.523 *** 47.066 *** 41.663 *** 95.772 *** 38.517 *** 34.250 *** 15

*** sig. bilateral asymptotic length (p) < 0.05; * sig. bilateral asymptotic length (p) < 0.1.
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These results have been obtained through the analysis of crosstab matrixes for a total
of 3651 valid cases. The coefficients have been calculated using SPSS statistical program,
which allows to calculate and check the possible relationships between the numerous
variables and their groupings. It can be observed that there are dependencies among all the
variables associated with the characteristics of the subjects under study and the variables
associated with digital competence and its different dimensions.

All associated probabilities are well below 0.05, so there seems to be a strong depen-
dence among the variables. However, the values are slightly higher than 0.05 in the case of
the relationship between the “Academic Qualifications” and the variables associated with
“Security” (SEC) and “Problem Resolution” (PR). Consequently, it cannot be stated that
there is dependence in the case of academic training.

In the next stage of the study of variable dependencies, a regression analysis is carried
out to obtain a multiple regression model that allows us to know to what degree each
independent variable can influence the dependent variables [42].

The regression coefficients of the model and the significance value have been obtained
from the regression analysis, with the SPSS statistical program. The term R2 is also obtained,
which indicates the goodness of fit, to find out to what extent the prediction of each
dependent variable would improve.

To carry out the regression analysis, it must be taken into account that the dependent
variables are numerical and that there is a linear dependence between them. In the same
line, the independent variables need not be quantitative, but if they were not, they would
have to be recoded using dummy variables [42]. Dichotomous qualitative variables such
as “Sex” can be coded with the values “0” and “1”, thus becoming quantitative. In the
case of qualitative variables with more than two response options (multiple modalities),
indicator variables defined by the researchers are used. Table 5 shows the variables used in
the regression model and their description.

Table 5. Names of the variables used and their description. Own elaboration.

Variable Description

MAN If the person surveyed is a woman, this variable will be 0, if it is a man it will be 1
AGE23 Age of the subject, based on the minimum value of the sample, 23 years.

GRADUATE If the teacher is a Graduate (Three-year Certificate), this variable will be 1; if he has
an Undergraduate Degree or PhD, it will be 0.

PRESCHOOL If the teacher is a Childhood Ed. teacher, it will be 1, otherwise it will be 0.
PRIMARY If the teacher is a primary school teacher, it will be 1, otherwise it will be 0.

PRIVATE_C If the teacher is from a private center it will be 1, otherwise it will be 0.
SUBSIDIZED_C If the teacher is from a subsidized center it will be 1, otherwise it will be 0.

TEACHING EXPERIENCE Years of teaching experience.

Table 6 shows the coding for those qualitative variables that had to become quantified,
“Sex”, “Educational Level Taught”, “Academic Qualifications”, and “Tittle of Center”, as
well as the names and values of the new variables created.

The general model of multiple linear regression expresses the dependent variables as
a function of the independent variables, according to the following formula:

Y = b0 + f(X1, X2, . . . , Xn). (1)

In the particular case of this regression model, there are now 8 independent variables,
leaving the equation in a generic way:

Y = b0 + b1 X1 + b2 X2 + b3 X3 + b4 X4 + b5 X5 + b6 X6 + b7 X7 + b8 X8, (2)
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Table 6. New associated dichotomous variables to code the qualitative variables “Sex”, “Educational Level Taught”, “Academic
Qualifications”, and “Tittle of the Work Center”. Own elaboration.

Qualitative Variables Category (Modality) New Associated Dichotomous Variables

“MAN”

“SEX”
A woman 0

A man 1

“PRIMARY” “PRESCHOOL”

“EDUCATIONAL LEVEL
TAUGHT”

Teaches High School Ed./Training
Cycles 0 0

Teaches in Childhood Ed. 0 1
Teaches in Primary Ed. 1 0

“GRADUATE”

“ACADEMIC
QUALIFICATIONS”

Undergraduate Degree or PhD 0
Graduate (Three-year Certificate) 1

“PRIVATE_C” “SUBSIDIZED_C”

“TITLE OF THE WORK
CENTER”

Public Center 0 0
Private Center 1 0

Subsidized Center 0 1

Substituting the names of the independent variables Xn:

Y = b0 + b1 MAN + b2 AGE23 + b3 GRADUATE + b4 PRESCHOOL+ b5

PRIMARY + b6 PRIVATE_C + b7 SUBSIDIZED_C + b8 TEACHING EXPERIENCE,
(3)

In the regression equation, for each dependent variable, only those independent
variables with a significance value (p) less than 0.05 should be selected, and those with
a significance level greater than 0.1 should be excluded, for lower levels of significance
mean higher confidence levels [42]. Table 7 shows the non-standardized coefficients (bn) of
the model, marked with “***” if the significance value (p) is less than 0.01, with “**” if p is
greater than 0.01 and less than or equal to 0.05, and with “*” if the value of p is greater than
0.05 and less than or equal to 0.10. In the last row of Table 7, the term R2 is also shown to
measure the goodness of fit of the model.

For each dependent variable (called “DDCC TOTAL”, “INFORMATION”, “CON-
TENT_CREATION”, “COMMUNICATION”, “SECURITY”, and PROBLEM_RESOL"), a
model can be estimated according to the coefficients present for each one of them, and
taking into account whether the significance value is small enough to ensure a 95% confi-
dence level. In general, a positive coefficient (bn) contributes to an increase in the value of
the dependent variable associated with the independent variable (Xn), decreasing in the
case of being negative. Furthermore, it is necessary to select those variables that make a
significant contribution [42].

In this analysis, it is observed that the variables “MAN”, “PRIVATE_C”, “SUBSI-
DIZED_C", and “TEACHING EXPERIENCE", always have a positive coefficient, providing
an increase in the different dependent variables. This means that when the teacher is male,
or when he is in a private or subsidized center, or when he has more teaching experience,
and the rest of the variables being equal, the dependent variable increases and his digital
skills are higher.
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Table 7. Coefficients of the multiple linear regression model for the different dependent variables. Own elaboration.

DDCC TOTAL INFORMATION CONTENT_CREATION COMMU_NICATION SECURITY PROBLEM_RESOL

B B B B B B

Constant (K) 2.494 2.997 2.106 2.422 2.349 2.598
MAN 0.186 *** 0.231 *** 0.146 *** 0.157 *** 0.146 *** 0.252 ***

AGE23 −0.021 *** −0.019 *** −0.020 *** −0.026 *** −0.015 *** −0.024 ***
GRADUATE −0.027 −0.059 * −0.031 −0.046 * 0.000 0.001
PRESCHOOL −0.229 *** −0.253 *** −0.203 *** −0.212 *** −0.242 *** −0.237 ***

PRIMARY −0.055 * −0.095 *** 0.017 −0.063 * −0.081 *** −0.054 **
PRIVATE_C 0.123 *** 0.135 *** 0.236 *** 0.074 * 0.106 *** 0.066 **

SUBSIDIZED_C 0.068 *** 0.077 *** 0.110 *** 0.026 0.080 *** 0.048 **
TEACHING EXPERIENCE 0.011 *** 0.009 *** 0.011 *** 0.014 *** 0.007 *** 0.011 ***

N 3651 3651 3651 3651 3651 3651
R2 0.110 0.112 0.099 0.086 0.048 0.106

Sig: *** p ≤ 0.01; ** 0.01< p ≤ 0.05; * 0.05 < p ≤ 0.10.
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On the other hand, the variables “AGE23”, “PRESCHOOL”, and "PRIMARY” have
negative coefficients for all dependent variables, except “PRIMARY” for the dependent
variable “CONTENT_CREATION”, but in this case, it is not significant. Negative coeffi-
cients cause a decrease in the value of the dependent variable. This implies that the older
the subject is, or if they teach infant or primary school and the rest of the variables are the
same, the lower the value of the dependent variable—that is, of their digital skills.

Checking the significance levels, the variable related to the academic training of
teachers (“GRADUATE”) could be eliminated from the model since they are greater than
0.1 for all dependent variables. If the variable is taken into account, the trend is that
teachers whose training is Graduate (Three-year certificate), have a lower perception of
their digital competence than those who have an Undergraduate Degree or a PhD.

In the particular case of “Total Digital Competence” (“DDCC TOTAL”), the model
would be:

DDCC TOTAL = 2.494 + 0.186 MAN − 0.021 AGE23 − 0.229 PRESCHOOL −
0.055 PRIMARY + 0.123 PRIVATE_C + 0.068 SUBSIDIZED_C +

0.011 TEACHING EXPERIENCE,
(4)

The rest of the dependent variables would be expressed in the same way, using the
coefficients associated with each of them in Table 7.

In Equation (4), it can be observed that men seem to have a greater “Total Digital
Competence” (“TOTAL DDCC”) than women, their average being 2.494, and men scoring
0.186 points more, in equality of conditions (same type of center, same age, same years
of experience) which would mean a “TOTAL DDCC” of 2.68, according to the regression
model.

In the model for the dependent variable “INFORMATION” and for “PROBLEM_RESOL”,
this difference would be slightly accentuated.

Regarding age, both in the perception of the “Total Digital Competence”, collected
in “DDCC TOTAL”, and in each of the dependent variables associated with the 5 areas,
the perception is inversely proportional to age, that is, older subjects are less digitally
competent. More precisely, in “TOTAL DDCC”, the competence of the teacher would
decrease proportionally to 0.021 per year older, provided that the rest of the independent
variables are equal.

Analyzing the model from the independent variable "PRESCHOOL", for people who
teach early childhood education, the value of the variable “DDCC TOTAL” would decrease
by 0.229 points with respect to a teacher who works in a secondary school or training cycles.
The value of the variable “INFORMATION” undergoes the strongest decrease, becoming
0.253 points lower, while in the dependent variable “CONTENT_CREATION” the decrease
is lighter, causing a decrease of 0.203.

In the case of the variable “PRIMARY”, the trend is the same as in the case of
“PRESCHOOL”, although the decrease is not as noticeable. In any case, the significance
levels are not low enough to consider that there is a strong relationship with the variables
“DDCC TOTAL”, “CONTENT_CREATION”, and “COMMUNICATION”.

If we examine the contribution to the dependent variables of the variables “PRI-
VATE_C” and “SUBSIDIZED_C”, a positive relationship can be observed; that is, people
who teach in private centers or in subsidized centers reach a higher value at the level of
digital competencies, compared to those who work in public centers. More precisely, in the
case of “DDCC TOTAL”, the variable “PRIVATE_C” would cause an increase of 0.123 in its
value, this increase being 0.236 in the variable “CONTENT_CREATION”, and 0.110 due to
“SUBSIDIZED_C”, bearing in mind that these increases are considered only when the rest
of the characteristics of the subjects are the same.

Finally, the variable “TEACHING EXPERIENCE” makes a positive contribution to the
model and there is always a significant relationship, although the increase it causes in the
dependent variables is relatively small. In the case of the variable “DDCC TOTAL”, of the
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“CONTENT_CREATION”, and of the “PROBLEM_RESOL” each year of experience would
bring about an increase of 0.011 points.

To conclude the regression analysis, we have the R2 terms as a measure of the goodness
of fit. In this analysis, the different R2 obtained range from 0.048 for “SECURITY” to
0.112 for “INFORMATION”, being 0.110 for “DDCC TOTAL”. This can be interpreted as
choosing a random subject, about whom we know nothing; there is a certain uncertainty
(variance), of what would be the value of the dependent variables, that is, of their digital
skills. Knowing data of the teacher corresponding to the independent variables, and using
this model, we could make a prediction that the uncertainty (variance) decreases by 11% in
“DDCC TOTAL”, by 11.2% in “INFORMATION”, by 9,9% in “CONTENT_CREATION”, by
8.6% “COMMUNICATION”, by 4.8% “SECURITY”, and by 10.6% in “PROBLEM_RESOL”,
when compared to the original.

3.2. Training Proposal to Train Teachers Starting from Their Digital Competence Level

Drawing from the results obtained, a proposal for each skill area is put forward in this
section that specifies the adequate training for the needs arising and in accordance with the
areas defined in the Common Framework of Teacher Digital Competence [28,29]. Figure 7
shows a summary of the items of the different competency areas that the teaching staff
has, and a graph is obtained with an average rating of overall digital competence (2.32, B1
level according to the INTEF [28]) and in its five dimensions or areas following the INTEF
classification [28]. Table 3 shows these values.
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Training teachers this way will be conducive to improving their digital competencies
which, in turn, is the necessary previous step to upgrading the technological abilities of
students. Technology thus becomes a key element in developing different skills inherent in
the citizens of the 21st century, who belong to the so-called knowledge society. The use of
technology becomes crucial since it is the means to gain access to global knowledge [44].
Digital Competency Training should, therefore, be part of state educational policies and
from different academic institutions [45]. However, although in this proposal, and in the
majority of teacher training proposals, they address the most instrumental aspect of the
use of technologies, which is only the most visible part, what should really be transformed
is classroom practice [46].

Digital skills training should go hand-in-hand with improvements in educational
practices. This training must take into account the relationships among pedagogical
models, methodologies, teaching and learning materials, and competencies in the use of
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technological resources and equipment, succumbing to the non-desirable technocracy in
teaching–learning processes [47].

The most common means that the teaching staff use to train themselves in ICT is
either self-learning or peer support [24]. Institutions should provide regulated training
that strengthens digital literacy and optimizes the teacher training process.

In accordance with, among others, some of the indications proposed in Reference [29]
of the Official State Gazette of the Spanish Government, a series of training measures
were proposed with the aim of significantly improving the levels of digital competence of
teachers at all educational levels.

As can be seen in Figure 7, “Information and Information Literacy” is mentioned,
despite being the area with the best results, only an average of 2.82 is reached, which is
considered a B2 level. According to Reference [24], the training related to this area should
focus on properly managing the data, its veracity, its organization, and its presentation.
To improve in this area, training should be focused on understanding how to generate
information and how it is shared in digital media. Teachers should be instructed in the
choice and use of different search engines in order to be able to choose which ones are
better for specific needs of finding information. Knowing how to work with search engines
means knowing how these search engines classify data, how they work in different gadgets,
how to use filters, keywords that limit the amount of data depending on the specific needs
of the search, and knowing how to use hyperlinks. It is also important that teachers know
how data is stored in different gadgets and are familiar with different storage options. The
teaching staff should be able to find relevant data for their teaching assignments, choose
worthwhile educational resources, and efficiently manage different sources to develop
personal information strategies [28,29].

These are some of the most important points an efficient training should address to
improve “Information and Information Literacy”.

In order to compensate for the shortcomings of “Communication and Collaboration”,
which in this study obtains an average of 2.14 (B1), a rather low figure, further work
should be done on communication in digital environments. Teachers must be able to
share resources by means of web-based tools, to connect online with other teachers and to
collaborate in digital environments, to interact and to participate in online communities
and social networks. Therefore, a training is proposed that prepares teachers to correctly
convey information through e-mails, digital presentations, blogs, and social networks.
Teachers should be able to not only transmit the information directly but also to transform
or modify it, citing correctly, and sharing data selectively, knowing how it is published—i.e.,
whether it is public or private. It is important that teachers know what subject matter can
be shared publicly or not, and which environments are more adequate to share certain
contents. Thus, the teacher should be familiar with the different types of social networks
and the regular users of those networks, as well as with where to find specific online
communities to collaborate with in order to share the results of their work. In these cases,
it is important to know how to check the property rights and how to use digital content in
order to avoid plagiarism [48]. To collaborate in virtual environments, it is also important
to be acquainted with collaborative working dynamics [49] and, among other tasks, with
how to provide and receive feedback on the contributions made. When using collaborative
and participative tools, it is essential to monitor the changes and comments made by the
participants in the shared documents.

As mentioned above, “Creation of Digital Content” is a key skill for proper transfor-
mation and methodological adaption. However, this item obtains the lowest average score,
2.01 (B1, extremely near to A2), out of 6. It is evident that teachers should know how to cre-
ate content, a simple technological adaptation is not enough. What matters is that this new
scenario has other characteristics and another potential. In many cases, the same teaching
materials have been used that were created for a face-to-face teaching environment, and
for students of prior generations with different characteristics to the current ones, but the
materials have not changed at the same pace as the school children [50].
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In the competence area of “Security”, an average score of 2.23 (B1) is reached, which is
considered a rather low figure. The need to be trained in this area becomes unquestionable
in the early stages of training when school children are younger. When teachers begin to
work in a virtual setting, they must be aware of the need to take safety measures, carrying
out a responsible and safe use of both the information and the content they work with, like
their network exposure and that of the student body. The inadequate use of ICT also affects
other dimensions of the psycho-affective and social development of schoolchildren, so it is
necessary to be acquainted with the most common security problems to be able to adopt
appropriate measures [51].

One of the initial steps should be an assessment of the risks existing on the web,
followed by training in how to develop skills to fight threats and in how to adequately
manage and use passwords. Another skill to develop is the management of digital—i.e.,
how it can be used by third parties not only for commercial purposes, how to prevent
digital identity theft, and what consequences it may bring about. Faculty should be trained
to be able to understand and trace their digital fingerprint, to track down the existing data
on the web about themselves or about others, to eliminate or modify it, to be aware of its
permanence in time and its consequences and, of course, to transmit this knowledge to their
pupils so that they can act with the necessary caution. It is necessary to train the teaching
staff to develop strategies, to be able to detect and redirect cyber-aggression situations and
cyber-victimization not only to the one who bears the brunt of the aggression but also to be
capable of conveying to their pupils the risk that their participation on the net entails, the
need to act with caution and responsibility and to detect and avoid misconducts which
appear [52]. Internet is a space full of learning possibilities, but it is also a setting where
safety measures should be seriously taken into account, especially in cases where minors
are concerned. Fortunately, there is no doubt about the need to develop skills in digital
security. In fact, teachers are usually very receptive to it [53].

Finally, in the area of “Problem Resolution”, the average score is 2.38 (B1), which is
also very low. More often than not, the training available for teachers is purely instrumental
and theoretical. It would be much more efficient if it was based on problem resolution [24].

More precisely, the training in this area should be aimed at resolving conceptual
problems by means of digital mediums, at using technology in a creative manner, and
at developing abilities to solve technical problems [28]. This area encompasses critical
analysis and self-assessment of problems that can arise with the use of ICT, instrumental
skills, and the capability of independently solving technical problems [32].

Solving technical problems has been a very prominent weakness during the months of
the lockdown, which has impeded the acquirement of any other digital skills. Consequently,
the training should first focus on learning the main elements of the digital device one works
with, whether a computer, a tablet, or a telephone. Secondly, the training should focus on
how to identify the problem to resolve it and, of course, on how to look for information to
solve a technical problem. It is necessary to know both the potential and the limitations of
at least the gadgets one works with. Therefore, it is desirable that teachers attain skills to
solve troubleshooting connection problems, to carry out document retrieval, and to handle
peripheral problems.

4. Discussion and Conclusions

The findings of the present analysis led to the conclusion that the self-perception of
the teachers who participated in the study of their digital competencies is low and they
consider that the above-mentioned skills must be strengthened. The results show that the
total competency level of the teachers participating in this study is 2.32, that is to say, a
B1, a low intermediate level. Only 1.7% of those surveyed reach a really high level, C2,
and 7.5% reach a level C1. At the other end, 4.1% have an A1 level, and 23.8% an A2.
Although not desirable, these low levels are to be expected, but it is necessary to have
evidence of them so that this knowledge can be added to other research projects with
similar results [13,24,31,50,54,55]. This fact is much more evident in those areas associated
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with methodological transformation, as in the case of “Creation of Digital Content”, where
the mean hardly reaches 2.01, a bare B1.

This analysis has been carried out to get the “picture “of the real level of the teachers’
digital competencies in order to develop training plans that best suit the level of each
teacher. The analysis reveals that the design of the training programs must be organized
around three variables. First, once the level of digital competence of the teachers (from A1
to C2) is identified, groups of the same level are generated with the aim of advancing at
least one level after the training received (A1 > A2; A2 > B1; B1 > B2; B2 > C1; C1 > C2).
Second, the training program must be adjusted to the ICT ecosystem used in each center
(Google, Apple, Microsoft, Tools 3.0, LMS, etc.), with Google being the most widely chosen
option. Finally, the set of methodologies and didactic strategies usually deployed in the
classroom must be taken into account, which is normally of the active-inductive type: PBL
(Learning Based on Projects, Cooperative, Flipped Learning, Peer Teaching, Discovery-
Based Learning, between others). In short, the analysis of the digital competencies, together
with ICT tools and the methodological approach, constitute the central axis in the overall
design of the training plan, with the aim of creating the most coherent, customizable, and
efficient program.

In this respect, it seems logical that adequate teacher training schemes be designed,
implemented, and revised both for the improvement of digital skills overall and for those
that encourage and sustain methodological change, paying special attention to the latter.
Authors, as in Reference [56], also suggest a series of specific measures related to technology
that allows teachers to choose their learning program in a technological context. In their
report, the authors spot existing differences between innovative classroom activity and the
actual usage of technology for that true transformation of the teaching–learning process.

On the other hand, through a linear regression analysis, it has been possible to obtain a
model that observes, explains, or estimates how the characteristics of those surveyed—sex,
age, teaching experience, teaching level taught, and title of the center—can influence the
levels of their digital skills. Statistical techniques can help to systematize knowledge from
the data collected, in this case, to predict what the digital competence of a teacher would
be, based on their characteristics. These techniques cannot be a substitute for good work as
social researchers when interpreting a model. Explaining a regression model by simply
observing how a dependent variable can change, depending on the independent variables
available, is an incomplete interpretation [42]. Other factors that may influence our model
are either unknown or cannot be accessed, for example, teacher motivation, extrinsic and
intrinsic factors, personal context, area of knowledge, characteristics of the teaching team
with whom they work, and the management team of the center, among others. It is difficult
to control all the variables that may influence digital competence and its dimensions, which
have been set out here. In future research, in order to improve the analysis, an attempt
should be made to complete the study by taking into account some of these currently
uncontrolled variables, such as the area of knowledge and/or the characteristics of the
management team in the workplace.

Despite the limitations of this analysis, a linear regression model has been obtained,
which allows us to estimate and explain the degree to which some of the characteristics
of the population under study may influence their digital competence. It is observed
that, when comparing two teachers who work in the same center and teach at the same
educational level, of the same age, and with the same years of experience, the teacher who
was a man could have greater digital competence. It could be translated, in that “men” in
general terms have a better perception of their digital skills, coinciding with the study of
Reference [57]. However, authors like Reference [55] do not find any differences.

Similarly, all other characteristics being equal, a younger teacher seems to have better
competency levels than an older teacher, which also accords with research like that of
Reference [55]. According to the model, teachers from private centers would have a higher
level than those of subsidized centers or public schools. These results contradict those of
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the study carried out by Reference [31], which concludes that public schools had higher
levels of digital competencies than private centers.

On the other hand, it seems that teachers with higher academic qualifications would
have a higher level in their digital skills. However, this piece of information is not significant
in accordance with the study submitted by the authors of Reference [55], who concluded
that there were not any notable differences.

Regarding the educational level at which the subject teaches, in this analysis, and in
accordance with the study of Reference [55], the model predicts that those who teach at
higher levels have a better digital competencies profile. Comparing the competence levels
of two teachers of the same age, and with the same years of experience, working in the
same type of center, a secondary school teacher would have a higher competence level
than a primary school or nursery teacher.

Moreover, finally, in terms of the years of experience of the teachers, and also in
accordance with Reference [55], the more experience the teacher has, the higher their level
of competence. This may at first seem contradictory with the fact that the younger you are,
the better your digital competence is. However, it could be understood as the case of two
teachers of the same sex, same age, same center, teaching the same level, where the one
with more experience would have greater digital competence. As in most studies of this
type, one of the limitations we have encountered is the difficulty to access a sufficiently
varied sample that adequately represents the population. Despite this, we are satisfied with
the number of participants included in this study. Furthermore, the similarity with other
studies already mentioned strengthens our results. We are currently collecting more data to
expand the analysis in order to compare the effect of the best training on the improvement
of digital competencies. The results should show which skills have actually improved, and
which have remained at low levels, after the COVID-19 effect.

Therefore, it is considered essential, in the following phase of the study, to conduct an
adequate qualitative analysis of the reasons that have instigated teachers who have not
attained a sufficient competence level to undertake the methodological change through the
use of ICT. In this respect, Reference [58] highlights three factors: first, “attitude” as the
level of acceptance. This factor is based on three elements: “perceived usefulness”, “the
perception of its ease of use” and “compatibility”, and its usefulness is unquestionable.
Second, the “subjective standard”, which refers to certain social pressure that obliges a
teacher to accept a given position at the moment of technological implementation; in
this case, social pressure or, rather, social need, has been decisive. Moreover, third, [58]
emphasize a thoroughly analyzed aspect of this paper: “the awareness of self-competence”.
This factor comes into play in circumstances where individuals do not have total control of
their competency, and it can be divided into two elements: on the one hand, “self-efficiency”
in the use of one particular technology, which is based on a feeling of “comfort” for the
educator to decide if he adopts certain technologies. This feeling of comfort was displaced
during the 2019–2020 school year, turning the use of technologies into an obligation. On
the other hand, the so-called “enabling conditions”, which have to do with the availability
of resources (economic, provisional, formative . . . ) when taking into account the use of
technologies. In this case, this availability mainly refers to formative resources for both
their learning process and for its practical use in their job. Those responsible for education
have found themselves obliged to provide training in record time and without sufficient
guarantees of success.

The improvement of the main digital competencies of the teaching body must be
accompanied by the competence development of the two cross-sectional areas “Security”
and “Problem Resolution”, whose levels reached 2.23 (B1) and 2.38 (B1), respectively, i.e.,
low intermediate. The former is especially important because of the implications that it has
in terms of both the legal protection of minors on the web- with reference to knowledge
and consistency in local, regional, national, and European regulations—and the laws on
the subject of data protection.
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We consider that innovation in the field of education, be it mediated or not by technol-
ogy, must spin around teachers, since they are the focal point of educational intervention,
thus implying the improvement in the knowledge of their teaching activity: on know-how
and on carrying it out [59]. It is obvious that in view of the analyzed results and of the
events during the confinement period of the 2019–2020 school year, the technological
resources available are not being exploited to their full potential. This is occasionally
due to the lack of technical equipment but more so due to the teachers’ lack of prepara-
tion [24,60,61]. Previously, small changes were implemented in the classroom, but not a
sustainable development in the learning approach [27,57,62–64], and far less a digital liter-
acy adequate enough to undertake online teaching relying on technology, as was necessary
during the 2019–2020 school year. A teacher training program, adapted and specialized, is
the next necessary step to take action urgently. The uncertainty of the upcoming academic
years stresses this need.

Moreover, teacher training is not the only factor that can influence the improvement of
digital competence. School organization, education policies, and the role of publishing and
technology industries also have something to add but they are factors beyond our control.

What would make teachers become involved in a real methodological change was
questioned at the time by Reference [65]. Twelve years later, 2020 has answered that
question in a way those authors could not foresee. Being forced to use technology to adapt
teaching to a virtual format because of the impossibility of teaching in the classroom was
the most compelling reason.

It is, therefore, essential to focus on the specialized training of teachers, spotting their
main weaknesses and looking into them, helping them to attain an adequate level of data
literacy, in order to face the new educational paradigm successfully. Technology and edu-
cation should converge to guide the students in their acquisition of the key competencies
necessary for their full integration as citizens in the digital world.
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